Online intermediation platforms play an increasing role in the economy and carry a growing responsibility for ensuring the global security of society. A hierarchy of intermediation actors, based on their degree of abstraction from specifi c services, helps to better defi ne algorithmic intermediation. is hierarchy shows that the more plaforms o er abstract services, the more power they have.
T he production and exchange of digital data are growing at unprecedented rates and have led to the rapid development of new industries. eir services disrupt the old economic models and raise complex social issues, ranging from the protection of individuals' privacy to threats to society as a whole. New power relations are taking shape among corporations of the digital age, on the one hand, and states and legacy institutions, or actors, on the other.
In this article, we show the dominant role of online intermediation platforms and their increasing responsibility for ensuring global security for society. Intermediaries greatly impact the world economy, and their fantastic promises can change our lives and our organizations as well as profoundly disrupt traditional actors in both the private and the public sectors.
A Brief History of Intermediation
Intermediation dates back to the predigital era. e term comes from the nancial sector and designates the capacity of an institution, such as a bank, to match the funds of depositors with the needs of potential borrowers. e incompleteness of information, such as an investment's risk level, leads to the existence of intermediaries, which are able to make pro table matches of services and users that single actors couldn't achieve on their own. Intermediaries connect distinct groups of users, such as borrowers and lenders, following multisided economic models with di erent pricing techniques. Moreover, intermediaries are in a position to create new services, such as the mutualization of risks.
e advent of new data-processing technologies has completely changed the intermediation business. e complexity of nancial intermediation, for instance, has grown since the 1980s. It has led to the handling of highfrequency data ows as well as very abstract nancial products. Data growth in the past decade has created avenues for intermediation in countless sectors. e search engine, the rst online intermediation service of importance, was developed in the late 1990s. It intermediates between users and the knowledge they seek and has revolutionized our access to knowledge. Since then, a powerful industry has emerged with new services such as social networks, which enjoy remarkable growth. is industry also reaches sectors historically dominated by actors such as taxi companies or hotels.
Data fuels intermediation. Leaders in these sectors rival the oil industry as the top market capitalizations. On the Web, the leading corporations in terms of number of users are all in the intermediation business.
Contributions
Intermediation corporations aren't all alike. We established a hierarchy of intermediation actors, divided into four levels, based on their degree of abstraction:
■ production actors are involved in the making of the goods or services they o er, such as media corporations; ■ distribution actors, such as Amazon or Net ix, essentially provide goods that are produced by others; ■ sectorial actors, such as LinkedIn or eBay, target speci c economic sectors; and ■ intermediation platforms o er services to support intermediation as well as other services provided by third parties.
ese categories aren't exclusive, and most corporations operate activities at one or two of these levels.
Intermediation corporations are ineludible, thanks to their central position in the Web. Usually, research focuses on the structure of hypertext links to show that some pages are central; 1,2 being central is crucial for business as well as in uence. ere are various types of analysis of position centrality for speci c top-level domains, for instance. 3 Centrality has also been applied to the study of speci c sectors, such as hotel sites, 4 and the analysis of trackers that is, sites that track users on other sites to assess their income. 5 In this article, we analyze the Web from the perspective of visits to examine intermediation actors' roles.
Intermediation platforms are revolutionizing many economic sectors such as transportation and the hotel business. 6 As they build new services and gather large numbers of users, they disrupt legacy economic models. Moreover, as platforms acquire more power, they could acquire dominant positions and weigh in on local policies. 7 e relationship between corporations that control new services and states is of increasing importance. Geographic territories, where laws apply in areas limited by physical boundaries, con ict with "digital territories," which ignore most of these frontiers. Such a con ict strongly in uences data security. e dependency of most countries on foreign platforms raises many issues related to trade, sovereignty, security, and even values. Global issues of data ow and data storage are at the heart of today's economic, political, and business agendas.
Methodology
We used data extracted from Alexa (www.alexa.com) and Tra c Estimate (www .trafficestimate.com) to create a sample of 30 countries, including the top 25 countries in the world based on 2013 gross domestic product (GDP; www.cia.gov /library). In addition, to ensure su cient representation of each region of the world, we included the countries that had the highest GDP in their respective geographic areas but that didn't make it to the top 25 globally.
For each of these countries, we considered their top 25 websites according to their Alexa rank, which was based on tra c data provided by users in Alexa's global toolbar panel over a rolling three-month period. A site's rank is based on a combined measure of unique visitors (the number of unique Alexa users who visit a site on a given day) and page views (the total number of Alexa user URL requests for a site).
According to our computations on Alexa's data, in most countries, the top 25 sites on average represent about half the overall tra c to the top 500 sites. e top 25 sites in each country therefore amount to a signicant part of the data ow and give a good picture of the global situation. We studied a total of 419 sites in the 30 countries' top 25 sites. ey can be seen as the most in uential sites worldwide.
For this article, we de ne a platform as a set of services, such as mail or social networks. A platform belongs to a corporation, such as Google or Facebook; a corporation can possess several platforms. A platform can be distributed across several sites, such as google.com, google .fr, and so on. For this study, we group the metrics of the di erent sites belonging to the same platform.
We use the number of visits as an indication of a platform's importance. Indeed, visits indicate users as well as the possibility for a platform to retrieve data from the users and, in return, develop new services or enhance existing ones, which can lead to growth. Google Translate, social networks, and services such as carpooling websites, for instance, each owe their rise to the data they collect. As they grow, platforms acquire more power to disrupt the traditional economy.
e dependency of most countries on foreign platforms raises many issues related to trade, sovereignty, security, and even values.
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To capture the features of intermediation economics, we designed metrics based on the flow of visits to the top actors on the Web. Such metrics allow us to experimentally establish that the importance of intermediation systems follows a power law: as the rank of platforms increases, their influence plummets. We hypothesized that the higher the abstraction of intermediation activities, the heavier the traffic.
To investigate the platforms' importance, we analyzed the number of visits to our sample of websites to determine the most-visited platforms. We also studied the relations between platforms by analyzing the upstream to a site-that is, the visits to a site X from another site Y-and the downstream from a site-that is, the visits from a site X to another site Y. We defined a platform's international influence according to the number of countries for which it belongs to the top 25.
We then measured the influence of one country over another. We considered a country C to influence another country D if a corporation headquartered in C had platforms in the top 25 of D. For each country in our sample, we computed the size of its "influence zone"-that is, the number of countries influenced by a given country.
The Rise of Intermediation
Intermediation allows for new services that only intermediaries can deploy, as in our earlier banking example. The use of algorithms to carry intermediation in potentially all economic sectors is new. Algorithmic intermediation is being generalized with the explosion of data and the advent of complex data analytics. Its role in the digital economy is already remarkable. It applies to a large spectrum of sectors, with distinct economic models.
Our aim is to understand why intermediaries are so important today. To do so, we have built a model of intermediation activities. We propose distinguishing between different types of intermediation according to their relationship to the products or services they deal with. These relationships strongly influence a platform's relationship with its users.
An abstract service doesn't focus on a specific usage. For instance, a social network is an abstract service because it offers a wide set of functionalities not restricted to an economic sector and it allows for the building of other functionalities on top of it via its API. Contrast this with an online shop, which provides a limited number of functionalities.
We distinguish four levels of intermediation activities, ranked according to their degree of abstraction (see Figure 1 ). Levels can overlap: a company can develop services in several categories of activities.
At the bottom of the hierarchy, the production level encompasses industries that produce goods or services and sell them online to their customers, essentially with a very restricted form of intermediation between their services and customers. The press constitutes a good example of such an industry. It directly connects with its readers. One level above the production level, distribution corporations commercialize goods produced by others. Netflix is an example of this level, giving access mostly to products it doesn't produce but distributes to its customers.
The next level, sectorial intermediation, includes corporations that provide online services that allow their users to connect with specific goods or services. Search engines belong to this category, along with actors such as Blogger and LinkedIn and, more generally, online dating or job sites.
The highest level, intermediation platform, comprises corporations that offer an ecosystem on top of which others can build and distribute their services. Facebook and Google are the most prominent of these platforms. At this level, corporations offer a sort of global operating system disconnected from physical supports, which allows for the development of unlimited types of activities.
Categories can overlap. For instance, Amazon is mostly in the distribution category but also operates within sectorial intermediation, whereas Netflix mostly distributes digital content but also produces some. For production systems, the intermediation activity might be shallow. Transportation operators can be seen as intermediating between drivers and clients, for instance. Yet, what is of interest is that although the intermediation might be shallow, there is a possibility of disintermediation of the activity, which is now occurring in the transport sector: data companies are challenging traditional transportation business models-which focus on 
Data Collection
Corporations at all levels strategically harvest data. This can give production systems a better knowledge of their users, such as their purchase history or specific tastes. Yet, very sophisticated recommendation algorithms, such as those successfully deployed by Netflix or Ama zon, appear only at the distribution level. For sectorial intermediation systems, the main challenge is to main tain a direct connection with users while ensuring gate keeping to the proposed services without a middleman. As corporations do this, they collect a large amount of information from their users. In this way, they facilitate the development of services developed by others by offering APIs. They thus collect data about their users and about the traffic generated by applications built on top of their services.
Intermediation Data
Intermediation platforms are the main players on the Web; they attract hundreds of millions of users, collect ing the largest amounts of data and metadata. The top 25 global sites (according to Alexa) correspond to 22 distinct platforms. Seven platforms mainly have activi ties at the intermediation platform level, and 14 have activities that mainly belong to the sectorial intermedia tion level. Only one has activities that mainly belong to the distribution category (Amazon).
The absence in the top 25 of corporations that are mostly dedicated to production activities could be explained by the dependency of such corporations' activities on a specific geographic territory. Inter mediation corporations are overrepresented because they offer so many functionalities that users are likely to need. Indeed, orders of magnitude separate each level of abstraction of intermediation in terms of visits. Corpo rations mainly involved in distribution attract only 1.1 billion monthly visits, whereas sectorial intermediation corporations attract 9.4 billion monthly visits and inter mediation platforms attract 15.1 billion monthly visits. Once more, as intermediation platforms offer a large range of services that can be used for pretty much any thing, they're able to attract the most visits. Thus, they also capture the most data on the Web.
Platforms and Countries
Large intermediation systems play a fundamental role in the economy. They offer essential services, much like electricity or water supply, which are used by people as well as corporations to support their own services. Unlike essential utilities, such as energy, telecommunications, or transportation-which are strongly regulated in all countries by local authorities to ensure their fair distribution across territories and the whole population-the new services are provided by multinational corporations and are only starting to gain legislators' attention.
In the words of Joseph Nye, cyberpower is "a set of resources, that relate to the creation, control and communication of electronic and computerbased information-infrastructures, network, software and human skills." 8 There's no doubt that platforms that manipulate data and metadata and that possess infra structures hold cyberpower. As such, they play a cen tral role in cybersecurity. We understand cybersecurity both as security at a national and international level and as security from the viewpoint of individuals who want to protect their data. The relationship between countries and platforms is of the utmost importance when considering issues such as privacy and security. Indeed, both issues are related to the legal framework implemented in each country, whereas platforms oper ate globally. Hosting major digital corporations is thus a key factor in a country's power. For instance, the USA Patriot Act requires US platforms to provide the US government with data no matter where the plat forms store data.
The rather uneven distribution of platforms in the world leads to an unbalanced geopolitical situation. Fig  ure 2 shows the difference of context in the US, China, Russia, France, and the UK as well as the proportion of national actors operating from each country's top 25 
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sites, according to which of the four abstraction categories they belong.
The production category appears in all national top 25 lists, whereas it was missing from the global top 25 list. Indeed, users access online newspapers and buy goods from national retail operators. However, only three countries possess intermediation platforms of global importance, and in the UK and France, sectorial intermediation corporations are mostly dedicated to selling goods. The US hosts most of the sites that its citizens visit, and the same is true for China. Russia still hosts most of the corporations that attract its own citizens, but in a smaller proportion. In contrast, most sites that operate in France and the UK are hosted by foreign countries.
This unbalanced distribution of platforms creates new opportunities for surveillance and security enforcement (which we discuss later in this article).
Platforms of Influence
We now focus on the relationships between platforms and countries. We hypothesize that only a few platforms strongly influence the Web and that a small set of platforms reach most countries.
Indeed, when we sorted Web traffic to its respective platforms in descending order according to a site's global rank on Alexa, we observed a power law (see Figure 3) .
There are only a few truly influential platforms: Google comes first, followed by Facebook. The top 25 platforms attract most of the visits and likely most of the data. Thus, they are major economic powers. For instance, in 2013, Amazon was larger than the next dozen Internet retailers combined. 9 Yet, there is a strong imbalance among platforms. Google receives twice as much traffic as any other platform. This observation echoes the domination of Google over the global top 25 sites.
The international influence also follows a power law. Only nine platforms belong to at least half of the top 25 lists we studied. From the 10th to the 50th sites, there are only local platforms, which influence a small set of countries (see Figure 4) .
Interestingly, a platform's international influence doesn't exactly mimic its rank. For instance, Baidu is ranked fifth worldwide on Alexa. However, it belongs to only four top 25 national lists. This situation could be explained by the rank's mode of computation (for Alexa, a rank is a combination of average daily visitors and page views over the past three months) and the corporation's international development strategy.
In all countries but China, Google gets more than a quarter of Web traffic of the top 25 sites. Google is especially strong in Europe, although it's an American corporation. This situation could explain the absence of alternative search engines in Europe.
At any rate, Figure 4 highlights Google's dominant position. This position partly comes from the global use of Google services. However, not only does Google influence all the countries we studied, it also attracts a large part of the traffic to the top 25 sites of each country (see Figure 5) . Eventually, local policies might not hinder platform development. Google is officially In Europe, it's customary to discuss the influence of the "big four" (Google, Amazon, Facebook, and Apple) on the digital economy. Yet, our study shows that this influence should be defined more precisely. Apple doesn't appear in our study because it's not a power on the Web when Google oversteps the influence of other platforms with a comparable rank. Indeed, Facebook has only half of Google's influence. Amazon doesn't belong to all the top 25 lists we studied, and Wiki pedia has less than 20 percent of Google's influence. If we assume that the top 25 world sites represent half the traffic to the top 500 sites, Google attracts 10 to 12 percent of the traffic to the top 500 world sites.
We have focused thus far on the overall visits to platforms. However, the distribution of upstream flow also shows the importance of intermediation platforms. Users surf between them and use them as hubs to other sites and platforms. The platforms thus control the streams of visits and might collect data from it, through cookies or social tools, for instance. As they do so, they could develop new innovative services. The study of the upstream flow also shows another aspect of the relationships among countries: locally hosted sites could belong to a country's top 25, but the stream of visits still centers on intermediation (and mostly foreign) platforms. This conclusion stands in our sample, even though the proportion of foreign websites in the top 25 differs from one country to another. For instance, in the US or China, the upstream centers on intermediation platforms, but most sites are national. In the rest of the sample, the top 25 centers on intermediation, but almost all intermediation corporations are foreignusually American. France is a good example of this.
Countries of Influence
We've analyzed the extreme concentration of activity over a few intermediation platforms. The same phenomenon occurs at the level of geographic territories. Of the 30 countries we considered, only 11 host an influential platform (see Figure 6 ). The US hosts most of the influential corporations, whereas the others, apart from China, host an average of one influential corporation.
By hosting corporations' headquarters and datacenters, countries influence other countries that these corporations' services reach: the services influence local usages and practices and capture data submitted to the influential country's privacy and security frameworks. In our sample, US platforms reach all the countries we studied in Figure 6 . Chinese influential platforms reach eight countries, whereas Brazilian ones reach five countries. Argentinian ones appear in three countries, and British and Mexican ones in two countries. Other countries' influential sites reach only one country outside the country where they are headquartered.
We identify three categories of countries. Global powers influence most countries, as they host many 
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influential platforms. Only the US fits into this category (see Figure 7) . Regional powers reach a limited number of countries, generally within a regional or linguistic area. The 10 subsequent countries in Figure 7 belong to this category. None of the other 19 countries we studied host any influential platforms; they're influenced countries.
To capture the differences among these categories, let's keep in mind that all top 25 global platforms are American and consider a particular country (such as France, an influenced country) to be representative of the situation of most European countries.
Most platforms belonging to the French top 25 are foreign. The traffic figures are even more impressive, with only 22 percent of the national traffic on national platforms. Foreign platforms thus capture 78 percent of the traffic to the top 25 platforms in France. Of the 30 countries we considered, most follow a pattern similar to France (see Figure 8) . Most of the traffic of all countries goes to US sites, about a third to national sites, and a tiny portion to sites of third countries.
Platforms as Disruptive Operators
Platforms alter existing services and create new ones by introducing new intermediaries. For instance, e-commerce platforms are intermediaries between customers and sellers. In the publishing sector, platforms challenge existing actors (such as publishers) by disintermediating them while becoming intermediaries between service providers (such as editors) and customers.
As platforms become major intermediaries, they become basic utilities while disrupting economic models. For instance, the so-called sharing economy disrupts traditional industries and collaboration models. 10 Independent workers have more and more opportunities to work for several platforms such as Amazon Mechanical Turk (www.mturk.com). This disruption will lead to adjustment in labor laws as the employer-employee relationship evolves and independent workers claim a new status to protect their rights. 11 From a state perspective, platforms possess cyberpower because they hold sensitive information and incomparable surveillance power. Indeed, some reports show that platforms have become both opponents and partners of governments and try to enforce security through means such as surveillance. 12 We identify three main roles of platforms concerning security.
First, platforms can provide useful data or metadata. Several legal frameworks authorize lawful targeted surveillance, and most platforms' terms of service include a paragraph that explicitly states that the service will comply with lawful requests. Yet, a platform's data can also support mass surveillance or extend a state's surveillance power. As the US possesses most top platforms in the world, its reach is thus unprecedented. In particular, metadata processing allows actors to retrieve useful sensitive information about people. 13 Some governments thus collaborate with platforms to get their data. For instance, the collaboration between the Chinese government and systems such as QQ (an instant messaging service) is well-known. 12 Second, platforms-and especially their commercial interests-can conflict with government strategies. In Europe, the data-processing and conservation policies of American firms have raised several privacy concerns (www.europe-v-facebook.org). In the US, the government has unsuccessfully tried to get data stored abroad by corporations such as Microsoft. 14 Lately, most platforms have decided to encrypt at least a part of their data for protection. The US government is strongly opposed to this decision. 15 The Chinese corporation Xiaomi, on the other hand, recently announced it would store its data in the US out of privacy concerns. 16 As a result, states could implement tools to break into the datasets that platforms hold.
Finally, a platform might take on new roles. The "right to be forgotten," for instance, has famously opposed Google and Europe in 2014. 17 A Spanish citizen claimed the right to ask for the delisting of pages that threatened the citizen's image. The EU court required Google to offer such an opportunity. However, as of today, no European actor is responsible for the right to be forgotten. On the contrary, Google is completely in charge and is responsible for collecting and processing the delisting claims.
The relationship between countries and platforms is thus extremely complex, as demonstrated in particular by the Snowden revelations, and will evolve dramatically in the coming decade. As platforms possess big data and can process it, they're becoming mandatory partners when it comes to cyberpower and cybersecurity. Yet, as we lack a comprehensive international legal framework (for instance, civil rights), commercial interests and security imperatives still need to be balanced. O ur work confirms and extends other research on intermediation. 18, 19 It also emphasizes the importance of legal frameworks in business strategies: as privacy becomes a competitive advantage, corporations will turn to countries with the appropriate security context. Our measures highlight the importance of the US, where most platforms are headquartered.
Intermediation platforms will undoubtedly set the upcoming political and economic agendas. However, several further analyses are needed. First, there are several additional economic domains to be studied, such as tax management in digital activities. We also haven't yet addressed several rising types of use, such as mobile applications. Both of these potential studies raise stringent political and economic issues. Uber, for instance, a booming intermediation platform, works primarily on a mobile platform.
In the future, our metrics should be finer and supplemented with qualitative measures. We believe that the higher a platform's abstraction level, the higher the quality of the data harvested. More elaborate measures based on abstraction level are needed to better quantify and qualify those influences that we identified.
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